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WHERE YOUR CHILD’S 
INFORMATION IS 
VULNERABLE 
Parents are concerned about 
information a child shares in social 
forums or has stored within video 
games. But chances are, the most 
sensitive PII is stored at their 
school, pediatrician, and dentist 
offices. 

In 2020, 408 data breaches 
impacted U.S. K-12 public school 
districts and education.1

Over 24.5 million students’ 
data have been exposed in data 
breaches since 2005.2

A data breach of an online kids’ 
game exposed the personal data of 
46 million parents and children in 
2020.3

1 out of every 50 children is 
affected by a data breach, costing 
families $1 billion a year.4

 
1 The State Of K-12 Cybersecurity, 2020
2 Comparitech, 2020
3 CPO Magazine, 2020
4 Javelin 2021

Is Your Child’s Identity at Risk?
Your child’s identity is at a greater risk for identity 
theft and cyber fraud than ever. Recently, 1 million 
minors were targets of identity theft in a single year — 
half of those victims are under the age of six. 

Scammers see children as easy targets because 
minors don’t monitor credit reports and financial 
activity. That means the fraudulent activity can go 
undetected for a more extended time, resulting in 
further fraud incidents. 

Child identity theft has far-reaching effects. It impacts 
the entire household, costing families over $540 
million in total out-of-pocket expenses. If a child’s 
Personally Identifiable Information (PII) is exposed 
in a data breach, they face a life-long threat of 
synthetic identity theft.

HOW TO PROTECT YOUR CHILDREN  
AND FAMILY FROM IDENTITY THEFT

THE FEDERAL TRADE 
COMMISSION REPORTS A 

50% INCREASE IN IDENTITY 
THEFT VICTIMS UNDER THE 

AGE OF 19 IN 2020.
Learn more here.

https://www.sontiq.com/
https://k12cybersecure.com/wp-content/uploads/2021/03/StateofK12Cybersecurity-2020.pdf
https://www.comparitech.com/blog/vpn-privacy/us-schools-data-breaches/
https://www.cpomagazine.com/cyber-security/data-breach-of-online-kids-game-exposed-personal-data-of-46-million-parents-and-children/
https://www.identityforce.com/blog/what-is-pii
https://www.sontiq.com/resources/synthetic-identity-fraud/
https://www.ftc.gov/system/files/documents/reports/consumer-sentinel-network-data-book-2020/csn_annual_data_book_2020.pdf
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TIPS TO PROTECT CHILDREN  
AND THEIR IDENTITIES
A key to protecting your child’s identity is tracking and 
monitoring where and how their PII  — Social Security 
number, date of birth, address, phone number, etc. —  
is being used. 

1. Schools, medical facilities, and dental offices 
store sensitive information and can share it with 
permission. Verify that all requested PII is indeed 
necessary, how it will be used, and who will be able  
to access it. 

2. Consider a Credit Freeze for minors. This service is 
available from all three major credit bureaus, making 
it more difficult for fraudsters to open new accounts 
with a child’s PII.

3. Check your child’s credit before they turn 18. 
See if your child has a credit report by contacting 
TransUnion, Experian and Equifax. If a credit report 
exists it could be a potential indicator of identity theft.

4. Talk with your kids about how and with whom they 
are communicating online. Remind them never to 
share personal information like full name and  
address or login information, whether they know the 
person or not. 

5. Download parental control applications that allow 
you to approve or block apps your children want to 
download and also manage their in-app purchases.

6. Familiarize yourself with popular social media 
applications, including TikTok, Instagram, Snapchat, 
Facebook, Twitter, and dating apps. Update security 
settings within each app. 

7. Guard against scammers who use social media  
to target childrens’ identities with Social Media  
Identity Monitoring.
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ABOUT SONTIQ

Sontiq, a TransUnion company, is an intelligent identity security company arming businesses and consumers with a full range of  
award-winning identity and cyber monitoring solutions, as well as best-in-class restoration and response offerings. Sontiq products 
empower millions of customers and organizations to be less vulnerable to the financial and emotional consequences of identity 
theft and cybercrimes. Sontiq has an outstanding track record for delivering high-touch support and fraud remediation services, 
demonstrated through its 99% customer satisfaction ratings. https://www.sontiq.com.

SONTIQ CAN HELP 
YOU PROTECT YOUR 
CHILDREN

Sontiq is committed to helping 
parents and guardians protect 
all the identities they are 
responsible for. Sontiq provides 
award-winning child identity 
protection, ChildWatch, which 
has earned the Parent Tested 
Parent Approved (PTPA) Seal of 
Approval. Sontiq’s IdentityForce 
was first-to-market with child 
identity theft protection and 
restoration services.  

ChildWatch includes:

• Thorough and ongoing identity 
monitoring

• Smart SSN Tracker, which alerts 
you if there is an unfamiliar 
name, alias, or address 
associated with your child’s 
Social Security number 

• Award-winning Social Media 
Identity Monitoring Suite

• $1 million in identity theft 
insurance and fully managed 
recovery services

https://www.sontiq.com/
https://www.sontiq.com
https://www.identityforce.com/products-and-pricing/childwatch

